Abstract. In order to extract better vein feathers, image preprocessing is necessary. So this paper propose a new approach to enhance images. The enhancement algorithm uses guided filter (GF) to process hand vein images. The guided filter is used as an edge-preserving smoothing operator. The guided filter enhancement algorithm is effective comparing with bilateral filter (BF), histogram equalization (HE), adaptive histogram equalization algorithm (AHE) and contrast limited adaptive histogram equalization (CLAHE). We use several methods to enhance dorsal hand vein images, the recognition rate with guided filter is the best. For the security, a fake vein detection algorithm is used to discriminate the real vein and fake vein images.
Introduction
With the rapid development of society, biometric identification technology are also developing quickly. Hand vein recognition, as the important branch of biometrics, have gotten the attention of many researchers. As with other biometrics, hand vein also can offer high accuracy. Moreover, hand vein can ensure liveness [1] and can't be seen with naked eyes [2] , which are advantages because these make vein pattern difficult be forged. Contrast to fingerprint and palm print feathers extraction, the disturbances of humidity and the state of skin for hand veins are very little [3] . So vein recognition have a remarkable ability to adapt to changing environments comparing with other biometric identification.
Hand veins exist under the skin, so we need some instruments to find the vein, one of them is infrared camera. The near infrared cameras are usually used to capture hand veins. To reduce the computation time and improve the calculation speed, the hand vein images are always low quality, so most of methods are preceded by a preprocessing step which can make it easier to extract vein features. Redhouane applied a double adaptive histogram equalization to enhance the contrast of the images [4] ; Chanthamongkol used the contrast-limited adaptive histogram equalization in the enhancement of dorsal vein [5] ; Guo Dan et al. used multi-scale vessel enhancement filtering to enhance the noise-depressed images [6] ; Trabelsi used contrast limited adaptive histogram equalization, moreover histogram equalization and adaptive histogram equalization algorithm are used to contrast with [7, 8] ; Maurício Ramalho used median and wiener filter [9] ; Ramsoful used median and Gaussian filter [10] ; Wei used Gaussian and high pass filter [11] ; Kumar used Mexican Hat to enhance image. With a view to the importance of pre-processing, the guided filter [12] is proposed to enhance the hand vein images. However, for the security, the fake vein detection is also important [13, 14] , the paper also proposes a fake vein image detection algorithm.
The rest of the paper is organized as follows. In Section II and III, we present the contrast of several enhancement methods and recognition rate. In Section IV, we present fake vein detection. Finally Section V will make conclusion about our works.
Contrast of Several Enhancement Methods
From [12] , the filter output is expressed as fomulla (1):
Here,
all the windows k ω that contain i, p is input image, and q is output image.
In order to improve the contrast of the images, another processing has been done as fomulla (2).
( )
Where en q is the enhanced images and a is a matrix whose elements are 255 and size is same to p. , and each size is 320x240. There are 380 people to be captured hand vein images. The maximum inscribed circle of hand image contour is used to search the maximum ROI. Then we rotate the circular region according to the midpoint of wrist. Finally a maximum square of the circular region is extracted and normalized. In Figure 2 , the circle is the maximum inscribed circle, the pentagram is the center of the circle. Figure 3 is the circle ROI, Figure 4 is the square ROI after size normalization(128x128). (Figure 7 ), similar to HE, can enhance the contrast excessively; compared to HE, CLAHE( Figure 6 ) limits the degree of amplification and noise, but the degree of amplification is smaller than guided filter; guided filter (Figure 8 ) has the edge-preserving smoothing property, what's more, this algorithm can preserve and amply the gradient of edge, which makes the enhancement performance better than other algorithms. 
Contrast of Recognition Rate
In this paper, the recogniton rate is used to test the effect of enhancement methods. We contrast HE, BF, CLAHE and GF, the result is listed in table 1. From the table, the recognition rate with GF is better than others, which can explain this enhancement algorithm is effective from the side. 
Fake Vein Detection
With the development of vein recognition, one critical issue is the use of fake vein images to carry out system attacks [14] . To overcome this problem, we captured some fake vein image which are paper printed, wearing disposable gloves and proposed a fake vein image detection algorithm. Figure 9 is a real vein image, and Figure 10 is a fake vein image. In order to discriminate the real vein and fake vein, we use the contrast ratio. The fomulla is as (3):
Where ( )
, p i j is the probability when the difference is δ betweed adjacent pixels and center pixel. Figure 11 . Contrast ratio between real vein and fake vein images. Figure 11 is the contrast ratio between real vein images (circles) and fake vein images (dots). In the figure, there are 1900 real hand vein images and 180 fake vein images. The horizontal line is a dividing line(threshold=15.8) which discriminate the real vein and fake vein. 1 fake vein image(ratio: 2.63%) and 6 real vein images(ratio: 0.32%) are divided wrongly.
Conclusion and Future Works
We have presented a new method for hand vein image enhancing. Contrast to other methods, guided filter enhancement can preserve the gradientof edge, and amply the degree of gradient which is important to extract hand vein feathers. We also proposed a fake vein image detection algorithm. The experimental results is good, but in the experiments exist some problems:
(1) Rotation of image using wrist midpoint: for the instability of wrist midpoint may result in the mismatching for the same hand vein images.
(2) Database: there are only 180 fake vein images, which is small contrast to real vein images, so the database need to expand. What's more, there are some people whose hand veins are hard to be capture, for fat hands.
(3) Fake vein: only one kind of vein forgery is used to test the fake vein detection algorithm.
